Policy on Digital Learning Platforms
in the Youth Sector

Department responsible: Digital Learning

ﬁp{?ﬁj Effective date: June 8, 2023

VAIA : -\J-V Approved by: Resolution EC 2023 — 233
° MgV
Other related policies | = Use of Internet, e-mail and Other Wide Area
Cre.e S_Ch00| Bqard . Networked Resources (IT-01)
Commission scolaire crie = Information Technology Security (IT-06)

1) General Provisions

Objectives

Legislation

Definitions
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1.1. This Policy establishes criteria and conditions related to the use of digital
learning platforms in the Cree School Board Youth Sector with the principal
objectives to:

a) ensure that digital learning platforms chosen:
= meet specific requirements and standards;
= provide equitable access to students by promoting the use of
Board-wide platforms;

b) increase the protection of students’ personal data when using these
platforms.

1.2. The Policy is founded notably upon the Act respecting Access to documents
held by public bodies and the Protection of personal information (CQLR, c. A-2.1).

1.3. In this Policy, the following words or expressions mean:

a) Department of Digital Learning (DDL): the CSB Department ensuring
that the Youth Sector receives the digital learning tools and pedagogical
support that students, teachers and professionals need for high-
quality digital learning experiences;

b) Department: when used alone, refers to any CSB department under the
Deputy Director-General of Pedagogy (DDG);

c) Digital learning platforms (DLPs): services that deliver learning
experiences that enable students to actively engage with educational
content online and/or using technology. Pedagogical staff can use digital
learning platforms as part of their instruction to make learning
interactive, to track student progress, to differentiate and personalize
learning, among other attributes. For the purposes of this Policy, digital
learning platforms include, but are not limited to websites, applications,
learning management systems (LMS), classroom management software
and accessibility tools;

d) License: the right to access a platform including any subscription, free
or purchased;
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e) Pseudonym: aliases for students to use as a username to sign-in to
digital learning platforms that have been designed to conceal students'
identities publicly, while maintaining the school and the teachers' ability
to easily identify the students internally;

f) Rostering: process of managing student identity information (name,
pseudonym, or ID number) in conjunction with their school information
(school, grade, and group) in an online environment to be used for
multiple purposes;

g) School administrator: the School Principal or Vice-Principal;

h) Social media: web-based platforms where users create and share
content and network, including, but not limited to Facebook, TikTok,
Instagram, Twitter, YouTube, LinkedIn.

2) Requests

Source

Content

Renewal

2.1. The use of pre-approved and CSB licensed digital learning platforms are not
subject to this section and therefore no request under this section is necessary.
Any other digital learning platform, free or paid, considered for use in the Youth
sector is subject to an assessment which must be initiated by a request sent by
a teacher, a professional, school administrator or department.

2.2. Requests must:
a) describe the proposed platform and how it will be used by the students;
b) be authorized by the concerned school administrator or department;
c) be submitted to the DDL for assessment.

2.3. For the renewal of non-Board-wide licenses, the school administrator or
department must notify the DDL to ensure there is no duplication of licenses for
the same users and determine if an assessment is necessary.

3) Assessment Process

Assessment for
usage
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3.1. The DDL, in collaboration with relevant departments when needed,
assesses the platforms primarily on two aspects: the type of usage in schools
and the security of the personal data of the students.

3.2. In its assessment of the provider's platforms for usage, the DDL may
consider the following criteria amongst any other relevant aspects:

= curriculum alignment

ease of use for students and teachers

language and accessibility features (e.g., text-to-speech)
differentiation capabilities

training and support resources

device compatibility

teacher feedback features

adaptive learning features
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Assessmentfor  3.3.

parental access/portal

cost/benefit

length of subscription

data analysis capabilities

reliability and reputation of the provider.

In its assessment of the provider’'s platforms for security, the DDL may

security consider the following main criteria amongst any other relevant aspects:

a)

b)

c)

d)

server location: if student data is collected, servers should be located
in Québec and if not available, elsewhere in Canada, unless the quality
and level of services offered do not meet the needs of the CSB. When
the platform suggested by a school or department has servers located
outside of Canada, the DDL may investigate if there is an equivalent
Quebec or Canadian platform;

legislation: verification that the platforms are compliant with applicable
legislation such as the Act respecting Access to documents held by
public bodies and the Protection of personal information;

data security: verification that platforms do their utmost to protect
student data from data leaks such as limiting the time that they keep
inactive accounts that they restrict data collected to that which will
facilitate learning, and that they use encryption to store and transfer
data;

social media: verification that platforms do not require interactions with
social media accounts, nor require students to connect to social media
through the platforms;

cookies: verification of cookie policies to ensure as much as possible
that student data is not being accessed by 3rd party tracking cookies,
especially when it has to do with advertising or any other profiling
unrelated to educational targets.

4) Decision

Process 4.1.

Following the assessment, the DDL will transmit the result with their

recommendations to the school or department who submitted the request. The
school or department shall abide by the recommendation.

However, should the school or department disagree with:
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a)

b)

the conclusion of the assessment for usage under section 3.2: it may
submit a written request to the DDG of Pedagogy with a detailed
explanation. The DDG will confer with the Director of Digital Learning to
determine the next steps;

the conclusion of the assessment for security under section 3.3: a new
request should only be submitted to the DDL when new security features
are available for review.
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Licenses / costs

4.2. The cost of licenses for digital learning platforms governed by this Policy is
assumed by:

a) DDL for DDL Board-wide licenses;

b) the school administrator or department for any other licenses, which
may include Board-wide ones.

5) Protection / Personal Information

Overview

Platforms where

emails are
mandatory

5.1. Each student registered in the youth sector is assigned one pseudonym
(username and password) by the DDL.

If the CSB email addresses contain the full names of the students, pseudonyms
are created by the DDL using random letters and digits to conceal student
identity.

5.2. In cases where platforms do not allow the creation of student accounts with
pseudonyms and require an email address the DDL may require that the platform
commits to certain conditions meeting the objectives of this Policy through their
policies or a written agreement with the Board.

6) Responsibilities

Department of
Digital Learning

Teachers
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6.1. For Board-wide licenses, the DDL will, when necessary and subject to the
needs and resources available:

a) provide support to teachers, school administrators and other users;

b) organize and/or deliver training sessions for teachers and school
administrators;

c) monitor platform general usage and performance;
d) produce platform general usage and performance reports upon request;
e) create and maintain student accounts;

f) coordinate and communicate with the provider’s representatives.

6.2. For individual, school and Board-wide licenses, teachers will:

a) ensure all their students are given access to the relevant DLPs (provide
usernames and passwords throughout the school year);

b) monitor student usage of DLPs and their progress;

c) report any student misuse of DLPs to the school administrator;
d) seek help and training when needed;

e) report any DLP quality or usage issues to the DDL;

f) provide support to students in the usage of the DLPs.
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School 6.3. For individual, school or Board-wide licenses, the school administrator will:

administrator . L - . .
a) request and collaborate in the organization of training sessions for their

teachers, professionals and administrators as needed;

b) ensure that all platform requests are assessed by the DDL prior to
purchase and renewal,

c) monitor platform usage and performance;
d) report any DLP quality or usage issues to the DDL;

e) ensure that any school roster used for DLP account management is
maintained and updated.

Students 6.4. For individual, school or Board-wide licenses, students must sign the Digital
Learning Platforms User Agreement (See Annex A) and abide by its provisions,
notably:

a) engage with digital learning platforms in the way they were intended to
be used;

b) not access, share, host or store content that is inappropriate for a school
environment, illegal or likely to be viewed as highly offensive;

c) not share login information (usernames and passwords).

IT Department 6.5. For individual, school or Board-wide licenses, the IT Department will:

a) ensure that all digital learning platform requests it may receive are
redirected to the DDL;

b) upon request, provide technical support to the DDL;

c) when necessary, ensure DLPs are accessible and available for
students, teachers and other users on CSB devices;

d) provide technical support for student rostering on DLPs as required.

Department 6.6. For individual, Department or Board-wide licenses used by a department
other than the DDL, the concerned Director or their delegates (including
professionals and education consultants) will ensure:

a) that all platform requests are assessed by the DDL prior to purchase and
renewal;

b) that their team is responsible for support and training of teachers, school
administrators and other users, subject to the needs and resources
available;

c) that the platform is evaluated by their team, as needed,;

d) to review and follow the request and assessment process outlined in this
Policy and in particular in sections 2.2 and 3.2.
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7) Application of this Policy

Official version ~ 7.1. The official version of this Policy is kept by the Secretary-General of the
Board.

Responsibility 7.2. Any person referred to in this Policy must abide by all its provisions and all
managers of the Board are responsible for ensuring that its provisions are applied
and respected. The Director of Digital Learning is the person responsible for
providing support in the interpretation of this Policy and to ensure its revision
when necessary.
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ANNEX A
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Digital Learning Platforms User Agreement!

The Cree School Board uses various digital learning platforms to support its students’ learning.
These platforms allow pedagogical staff to make learning interactive, to track student progress,
to differentiate and personalize content and to perform several other educational features.
Students will use their CSB email account (ending with @edu.eeyoueducation.ca), pseudonym
or platform username to access digital learning platforms.

The pseudonym consists of a specific username and password assigned to each student by the
Department of Digital Learning to conceal their identity on certain digital learning platforms
(DLPs).

Acceptable Behaviour Agreement
Students and parents/guardians of students under the age of 18 must read this agreement and
sign it below to acknowledge and agree to the following.

1. The student’s online presence and interactions (chats, video conferencing, audio
calls, etc.) are closely monitored. The same rules of conduct and behaviour will apply as
in the school. The student must

= treat classmates, teachers and staff with respect at all times, and
= only use CSB DLPs in ways that promote the achievement of learning objectives
outlined by the school.

2. The student must not access, share, host or store content that is inappropriate for a
school environment, illegal or likely to be viewed as highly offensive.

3. When required, it is possible that teachers and students meet online for online teaching
sessions. These sessions may be recorded for instructional purposes and may be
available for review purposes. These recordings will not be shared externally. The
student, parents and guardians must not take photos, screenshots, record any video or
audio from online teaching sessions or attempt to live-stream them. Recorded sessions
cannot be redistributed, manipulated or altered in any way by the student, parents or
guardians.

4. The student must keep their CSB accounts confidential and secure. This means not
sharing login information and properly logging out from accounts at the end of every
session. The student is responsible for anything that happens through their account and
must report any misuse or unusual activity to a teacher or school administrator.

5. The student must only access platforms with their own login information and is not
permitted to use other student, teacher or staff login information.

6. The student must engage with digital learning platforms in the way they were intended to
be used. Unless otherwise authorized, the student must not disable, alter or intentionally
bypass any security features or settings that alter or impact the operation or course
content of digital learning platforms.

Any breaches of the above may result in the student facing consequences in accordance notably
with the school’s code of conduct, and as determined by the school administrator. If necessary,
further measures or sanctions will be implemented based on the Cree School Board policies.

| have read the above about the appropriate use of digital learning platforms and | understand
and agree to it.

Questions should be directed to the teacher or school administrator for clarification.

For students under 18 years old Name of the student (print):
Name of the parent/guardian (print):

Signature of the parent / guardian: Signature of the student:

Date: Date:
1 This agreement will be kept on file at the school.
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